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In 1969, the Zodiac serial killer sent two Some have attempted to decipher the 340-character
ciphers to San Francisco newspapers. The cipher using n-gram frequency analysis. Problems:

first cipher was solved very quickly by a high » Ciphertext must be sufficiently large
school teacher and his wife. Forty years later, * n-gram frequencies vary depending on source text - =szoommmoTIDTY sszoouTmoTITY
the second cipher remains unsolved. Se oo iios A oneR e
sarjisubeadirdine MOBEIAVENEEGTS TR Lisle — | mmvERovL
Wv i 3EYFOANPOKEBYIS Natrsémomowy < Ekao Flo Edt Cpher Koy Sove Yew tip = e amiscassv HTHIALDMETORSEUTD
ME’Auias Tineybesd BYXTOoM+uzowdolL WeHT Solve analysis | word List | HER>9JAVPIISLTGOa |UTHISCANBY OUANEIGQITSETTOSO OUANEIGQITSETTOSO
§i/ ABMBPORAU @IRIPE S99AAJARVOIO+ +RKS ' i . = P T - N9+BOmO@DWy - <BK3e |ESTEDSILER NIMRASEEWDOSAEHDT : NIMRASEEWDOSAEHDT
AALH278AdENVYIAY DamidiTaleresroi/ v e BYOM:uZGWosLmGH) ||EHS ARTGWOR e UUYASHIBEATOROBD wUYASHIZEATOROBEY
S f s 1 2 4 < . & RAF -®Rac . Found Expect Differ qqai_JARVO90+4+RK® S W ————— A ————————
%:“ f ié g éz _'{ Iargﬁ); -‘% 2?;2 : +K P ;: ®uUudD X6 : >';'l°- T g)l(hsa g 293) zg % Dif?etr-ae]nce gigiﬁj—éﬂga{;;%’:gé EEEE&E?EE% SOYINKTYNEAENDAOI SOYINKTYNEAENDAOI
Ld/PBdxSERMUARRY il - Rl c c 5 5 0 g LKOKOUXGY - Sl . SRR
52 ls< 5& i ew 5 i i ‘;. l‘“1 q A i _ _a_ _T: 3 : i : : ; : Z : 2: .5 EQISNQD/A 2 .ﬁ 41;‘31 _% ;ESJKggigigﬁffgigti géﬁ#ké%??ﬁ IIUNNUNRHTAHEROUS IIUNNUNRHTAHEROUS
BPORIEXONNEIEUNAE o iR Dy et ke 50 A I A e TR W (Pt AMRRESEAUDTEEEDRT [
fjii;:i o p CTAiIi M occdRT imeTen s rr I ook 1 4 4 g e u:R/$1ETD,ETATHKD (GTHEINTHEVE
BenARUIBLONVERINAE SCfNAtemes Sveits : S T B SoaSyRINISFE SRR |ORETHSTENTH °
ATEFA0aA(MiNAsz oI i Fo o8 8 S oot 9008 5V0Lt TNEAS CETTI [T TR
SR SR S Rl -] s -
A " ”R A 1 C £ A N -8 A L T H % g : <Co g 3 2? :g 0.0700 3.0 q i q o A HEMASAGEHEEILEERHEIOOHTYWNDOTND TUSKRHNDUQAEPDLYSIATNTRONEEYQAEU
W1e3i3esand2zihindy [Sheweews poshT/eeq 2 o S B L2 GHCONSPOSHT /66 |TTERLORABITU] _ . .
d3xpwonFmddi ddAa8 I FAdw<calBDro0BR- <D s q.mx s A 2 o Traan<slemyosa-co (mivrromneovig Zodiacdecoder project - performs GA
@oferuldindyboiibw >MDHNAYS$2z04A1 KI+ JEISEE TS >MDHNAXS$Z0AATKK s |IREUESYTOWITE . :
Wi neRaratatit: ‘ ) A T R search using frequency analysis
L X X 0 1 -1 2 : .
B5ih s ePbhxdimdd _—69—' Y 5 e s = http.//code.google.com/p/zodiacdecoder/
zhiTidoasiiABPawe | , e L =
VEXAAWIOPE HM S XUT i zkdecrypto project - performs local
408-character cipher, Unsolved 340- }S}ftal.’/c/h udsmg fre?uenC};a/niQ/SIS to/
with solution key. character cipher S A L L ey P L
We use a dictionary-based attack: Reduce the search space by concentrating Evolutionary approach:
Place words in one section of cipher to impose constraints attack on small section of ciphertext. - Genome encodes attacks as
on other sections of cipher. Correct placements produce . | (word,position) tuples. Words are drawn
partial word decodings in other sections of cipher text. | LI KEKI LLI NG RNEORBNL from a fixed dictionary.
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Conflicting decodings arise when we look up potential word matches.  Results: For dictionary sizes up to 1600 words, algorithm was able to
We seek a maximal set of words that produces no conflicts. Thisisa find correct decodings for the 408-character cipher. 340-character
vertex cover problem. To find a factor-2 approximation of vertex cipher remains unsolved. We are working on making our technique

cover quickly, we find maximal matchings in the conflict graphs. more robust for future attacks.
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